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Abstract 

Secure localization of unknown nodes in a Wireless Sensor 

Network (WSN) is an important task for many applications. The 

crucial problem in Wireless Sensor Networks (WSNs) is position 

estimation due to their dynamic method of deployment. There are 

several methods in determining their physical locations but the 

greatest challenge imposed is communicating with authenticated 

neighbors in a secured manner. The mutual authentication 

between sensor nodes is of great importance i.e. node should 

only accept and forward their own precise location messages 

from authenticated neighbors. When WSNs are deployed in 

hostile environments, many attacks happen, e.g., wormhole, 

sinkhole, Sybil etc,. The attackers may disguise as normal node 

and attack the unknown nodes to interfere with localization 

process. They may forge, modify or replay localization 

information to make the estimated positions incorrect. The 

objective of this paper is to solve the problem of insecurity in 

localization of sensor nodes.  Hence to provide security to 

localized coordinates during coordinate exchange security has 

been provided through Elliptic curve cryptography (ECC) to 

solve this issue. In this paper common attacks against 

localization and their security measures for secure transmission 

of localized coordinates. 

 

Keywords: Elliptic Curve Cryptography (ECC), ECC key 

exchange, Localization, Wireless Sensor Networks (WSNs). 

1. Introduction 

Localization is one of the most important topics in 

Wireless Sensor Networks (WSNs),e.g., location-based 

Key distribution, requirement of positions of unknown 

nodes play a critical role in many WSNs applications, such 

as monitoring applications include environmental 

monitoring, health monitoring and tracking applications 

include tracking objects, animals, humans, and vehicles. 

When a WSN is deployed in hostile environments, it is 

vulnerable to threats and risks. Many attacks exist, e.g., 

wormhole, sinkhole, Sybil etc, to make the estimated 

positions incorrect. Specifically for some applications, e.g., 

military applications like battlefield surveillance or 

environmental applications like forest fire detection [5],  

 

incorrect positions may lead to severe consequences, e.g., 

wrong military decisions on the battlefield and false alarms 

to people [6]. Hence, the issues of secure localization must 

be addressed in WSNs. 

 
 

Fig1: Wireless Sensor Network (WSN) 

 

A sensor network consists of large number of sensor 

nodes. Each sensor node is capable of only a limited 

amount of processing. But when coordinated with the 

information from a large number of other nodes, they have 

the ability to measure the given physical environment in 

great detail [1]. Hence precise location and authentication 

of the sensors is vital. After the precise location of sensor 

nodes has been determined, exchange of locations to 

individual sensor nodes and communication with 

authenticated neighbors imposes the need for security in 

sensor networks. The distance estimated for positioning of 

sensor nodes is highly vulnerable to both internal and 

external attackers. While internal attackers report false 

distance information in order to cheat their positions, 

external attackers modify the positions of other sensor 

nodes. This necessitates a highly secure positioning 

scheme for sensor nodes. Elliptic Curve Cryptography [8] 

[9], a public key cryptography scheme for secure 

localization and authentication between sensor nodes is 

proposed in this paper. The key exchange between the 

nodes is done by using ECC key Exchange in the presence 
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of attackers. Thus, the paper proposes an efficient 

authentication scheme between sensor nodes. 

The rest of the paper is organized as follows. In section 2, 

localization in sensor networks and the importance of   

security is focused. Section3 focuses on Elliptic Curve 

Cryptography algorithm and ECC key exchange. In 

section4 normal distribution of localized coordinates in the 

presence of malicious node is analyzed. In section5 

implementation of ECC in the presence of malicious nodes 

is simulated so as to determine how secure the coordinates 

are distributed to the sensor nodes in the presence and 

absence of malicious nodes. The conclusion finalizes that 

secure localization using ECC technique is well suited for 

WSNs under hostile environment. 

2. Secure Localization In Sensor Networks 

Secure location involves location verification, location 

privacy and secure coordinate distribution. Secure 

localization algorithms can be classified into two main 

categories according to their objective. The first category 

aims to verify location of nodes. This is important because, 

usually, nodes are granted more services and privileges 

when they are closer to other nodes. So, an adversary node 

probably would claim to be in a closer location to an 

anchor node than it actually is. The second class of 

algorithms (location estimation) aims to assure that nodes 

can estimate their own precise locations with the help of 

other nodes, even when some of the nodes are malicious. 

Several secure localization systems have been proposed in 

the last few years to provide the secure positioning of 

nodes in hostile and military applications of WSNs. 

Examples include those for target detection and tracking, 

precision navigation, search and rescue, geographic 

routing, security surveillance, and so on. In sensor 

networks, nodes are deployed into an unplanned 

infrastructure in a dynamic manner without prior 

knowledge of their location.  

 
Fig 2: Anchor nodes and Non-Anchor nodes 

 

Determining the physical positions of sensors is a crucial 

problem in wireless sensor network for several important 

reasons. First, in order to use the data collected by sensors, 

it is necessary to have their position information stamped. 

In most cases, sensors are deployed without their position 

information known in advance, and there is no supporting 

infrastructure available to locate them after deployment. 

Hence it is necessary to find the position of each sensor in 

wireless sensor networks after deployment. This has been 

done by using a reference node known as the anchor node 

whose position is already known through Global 

Positioning System (GPS) or manual configuration. Once 

the spatial coordinates of the sensors are determined, the 

greatest challenge imposed by the sensor nodes is in 

exchanging these spatial coordinates with authenticated 

neighbors. Thus secure mutual authentication between 

neighboring sensor nodes is of vital importance. 

Otherwise, attackers can easily inject bogus messages into 

the network to interrupt normal network functionalities. 

Therefore, it is appropriate to employ public keys 

technique to enable neighborhood authentication. Our 

location based authentication scheme is built on the ID-

based cryptography by using ECC. The results thus 

obtained are analyzed by introducing Sybil attack. 

3. Proposed Work 

The assumptions made is an attack-free base station 

located behind the deployment field, where it is secure to 

perform any necessary pre-deployment operation, such as 

downloading program code and distributing an initial key 

to each sensor node[13]. The sensor nodes are close to the 

anchor node when they are deployed and therefore, it is the 

anchor node that makes all the localization and key 

distribution decisions. During deployment, the anchor node 

remains turned on. Sensor nodes are in the proximity of the 

anchor node and turned on and deployed.  

 

Algorithm1: Secure Transmission of Localized 

Coordinates 

 

When requested by the sensor nodes anchor node transmits 

individual node id and localized coordinates to individual 

sensor node. To distribute the localized coordinates of 

Begin 

1. Si→Ac:NID(Si)║{req_deployment} Ecc 

2. Ac→Si:NID(Ac)║{location}Ki
d║{K

C
i,1, 

K
C

i,2,…… K
C

i,m} Ecc 

3. Si → Ac: NID (Si  ){ack} Ecc 

End 
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individual sensor nodes secure distribution of coordinates 

is essential which is done using ECC. Attacks are launched 

and improved performance measures are obtained using 

ECC.  

3.1 Attacks in Localization 

Localization process can be attacked in a number of 

different ways. When an attacker attacks on victim, the 

original connection is broken down and the new 

connection is established between the sensor node and the 

victim. All information exchanged between two different 

sensor nodes passes through the attacker. Localization 

process can be attacked in a number of different ways 

researchers have addressed a set of known attacks. They 

can be divided into two categories: external and internal 

attacks. The adversary is external if it is outside the WSN 

and implements malicious behaviors without right 

cryptographic key. Otherwise, the adversary is internal, 

and the adversary controls over one or more fraudulent 

nodes. 

 

3.2 Elliptic Curve Cryptography 
 

 The main concept of secure Localization and key 

distribution is to provide the location and keys of each 

sensor nodes securely through Elliptic curve cryptography. 

Elliptic Curve Cryptography is a proven technology that is 

used many in different commercial products such as 

mobile phones, smart cards, email systems and many 

others. The difficulty of these problems directly impacts 

the performance, since it dictates the size of the domain 

and key parameters. These values are very important in a 

security system as the performance of arithmetic 

operations relays heavily on them. One of the main 

operations in elliptic curve cryptography is the calculation 

of a scalar point multiplication Q = sP, where Q and P are 

two points on a certain elliptic curve.  For public key 

systems that are based on integer factorization and discrete 

logarithm problems fast algorithms are known that have a 

sub exponential expected running time. This feature allows 

Elliptic Curve Cryptography based systems to provide the 

same level of security as traditional schemes but with 

smaller parameters. Table 1 compares the key sizes in 

symmetric, RSA and Elliptic Curve Cryptography Systems 

for achieving different security levels. This shows that 

much smaller key sizes can be used in the elliptic curve 

system than with RSA at a given security level. The 

difference in key sizes between Elliptic Curve 

Cryptography and RSA is especially visible for higher 

security levels. At 256 bits of security Elliptic Curve 

Cryptography uses only a 512-bit key which is 97% 

smaller  than the corresponding RSA key. The advantages 

that can be gained from smaller keys include not only 

faster computations and smaller memory requirements, but 

also energy savings for sensor devices, as fewer bits are 

required to be transmitted by the radio.  

 
    Table 1: Key Comparison Table 

  

The attractiveness of ECC will increase relative to other 

public-key cryptosystems as computing power 

improvements force a general increase in the key size. 

Benefits of this higher-strength per-bit include: 

• Higher speeds 

• Lower power consumption 

• Bandwidth savings 

• Storage efficiencies and 

• Smaller Certificates 

3.2.1 Elliptic Curve Encryption and Decryption 

To encrypt and send a message Pm to B, A chooses a 

random positive integer k and produces the cipher text Cm 

given by equation (1) consisting of a pair of points. 

 

 Cm= [k G, Pm + k PB                             (1) 

 

Pm + kPB -nB (k G) =Pm + k(nB G)-nB(kG) = Pm    
 

A has used B’s public key PB. To decrypt the cipher text, 

B multiples the first point in the pair by B’s private key nB 

and subtracts the result from the second point as shown 

from equation (2) 

 

3.2.2 ECC key exchange 
 

Key exchange between users A and B can be accomplished 

as follows: 

1. A selects an integer nA less than n. This is A’s private 

key. A then generates a public key PA=nA*G. 

2. B similarly selects a private key nB and computes a 

public key PB. 

3. The public keys are exchanged between the nodes A and 

B. A generates the secret key K=nA*PB. B generates the 

secret key K=nB*PA. 

Security 

Bits 

Symmetric    

Encryption 

algorithm 

Minimum Size (bits) of Public 

Keys 

DSA/DH  RSA ECC 

   112     3DES        2048 2048   224 

   128     AES-128        3072  3072   256 

   192     AES-192        7680  7680   384 

   256     AES-256      15360 15360  512 

Cm= [k G, Pm + k PB]  

Pm + kPB -nB (k G) =Pm + k(nB G)-nB(kG) = Pm 

(2) 
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4. Results of ECC Implementation 

 
Once the spatial coordinates of the sensor nodes have been 

determined, the exchanges of the precise location of the 

sensor were carried out using ECC technique. The 

authentication between the sensor nodes was done by ECC 

key exchange. The encryption of position was carried out 

by the ECC encryption scheme. Comparison of 

performance was carried out in three different scenarios 

such as in the presence and absence of attack and 

providing security during distribution. Performance 

measures are taken under different types of attacks for both 

grid and random network. From the simulated results ECC 

was proven to be attack resistant with improved 

performance. 

 

The comparison of the cryptographic schemes was carried 

out for Sybil attack using ECC key Exchange. Fig 3and 5   

shows three cases, location distribution in the presence of 

Sybil attack, absence of attack and security implementation 

using ECC. The performance gets decreased when an 

attack is launched. This is compensated when security is 

implemented, in the presence of attack which shows a 

performance increase in Throughput when compared with 

launch of attack. Similarly Fig 4 and 6 shows location 

distribution in the presence of Sybil attack, absence of 

attack and security implementation using ECC. The 

overhead gets increased when an attack is launched. This is 

compensated when security is implemented in the presence 

of attack, which shows a performance increase by reducing 

the overhead when compared with launch of attack. 

Comparison is made for multiple nodes (20, 40, 60, 80 and 

100) for both grid and random network. 

 

 
 

Fig3: Performance of Throughput under 

                         Random network using Sybil attack 

 

 

 

 

 

 

 
 

Fig4: Performance of Overhead under 

Random network using Sybil attack 

 

 
 

Fig5: Performance of Throughput under 

Grid network using Sybil attack 

 

 
 

Fig6: Performance of Overhead under 

Grid network using Sybil attack 

 

 

5. Conclusion 

 
In this paper, secure localization and authentication using 

ECC was implemented. The performance of ECC was 
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compared with different types of attacks. A further 

comparison was done by implementing it in both under grid 

and random network using ECC key exchange which requires 

less computation time when compared with other types of 

cryptographic schemes. Our simulation results justify that the 

implementation of ECC with ECC key exchange is well 

suited for Wireless Sensor Networks since the 

communication overhead is reduced and improved throughput 

and packet delivery ratio for various scenarios. 
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